
User navigates to CARS 
System presents login 

credentials page

System displays data 
fields to enter user 

authentication data. 

System informs User the 
account is locked against  
and directs the User to 

contact the SOS/PRD Help 
Desk  

Main Flow: Log in to CARS

System informs the user 
that login was successful 

and displays user 
notifications relevant to 

the user account.  

System prompts the User 
to re-enter login 

credentials and displays 
login credential fields.

The System evaluates and 
informs the User that the 
entered login credential 

data are invalid.

User selects the option to 
view the Password Hint.

System validates and 
displays the password 

hint previously configured 
by the User.

The User enters their 
login credentials

System locks User 
account after pre-

determined number of 
successive invalid login 

attempts

User continues to enter 
invalid login credentials. 
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Exception Flow 1:
User Enters Invalid 
Login Credentials

Exception Flow 3:
User Selects 

Password Hint

Exception Flow 2:
User Account 

Locked for Invalid 
Login Attempts

Login Credentials
correct? 
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User Enters Invalid 
Credentials

No

User Selects 
Password Hint?
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Exception Flow 3: 

Data Field Validation 
Failed

Yes

Account locked 
for excess invalid
login attempts?

Ref:
Exception Flow 2:

User Account 
Locked for Invalid 

Login Attempts

Yes

No

System validates and 
determines the entered 

login credentials are valid. 

No

The System evaluates and 
informs the User that the 
entered login credential 

data are invalid.

System presents the 
option to view the User’s 

Password Hint.

User enters user 
authentication data.

End Use Case

Return to Main Flow Step 2

End Use Case

Return to Main Flow Step 2

Yes

External Use Case: 
User Support/Unlock User 

Account
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