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[bookmark: _Toc492028754]Introduction
User Support is available to all system Users (Anonymous and Registered) via the Secretary of State (SOS) Political Reform Division (PRD) Help Desk and comprehensive online Help accessible throughout the system. 

The Help Desk receives requests for assistance via phone, email, in person, etc. Based on the nature of the request, Help Desk staff may work side-by-side in the system with the user to troubleshoot problems, help create User Accounts, reset passwords, and restore User access to an account that has been locked due to excessive invalid login attempts. 






[bookmark: _Toc492028755]Use Case Overview Diagram
The use case overview diagram illustrates use cases represented in this document and the interaction with an actor(s). The diagram further illustrates interaction between the use cases themselves. 
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[bookmark: _Toc492028757][bookmark: _Toc489597672]CARS-UC-US-01: Unlock User Account
[bookmark: _Toc492028758]Main Flow: Unlock User Account

	Description:
	The Help Desk provides assistance to Registered Users who are locked out of their account due to successive failed login attempts.

Once the Registered User can access their account, they should immediately change their password.

	Actors:
	PRD Staff (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User contacts the Help Desk for assistance.

	Pre-Conditions:
	· A User has successfully created an account and has a username and password (e.g. is a Registered User) 
· The Registered User has attempted to log in unsuccessfully and their user account is locked 
· The Registered User has contacted the Help Desk
· The Help Desk Staff is logged into CARS

	Post-Conditions:
	The Registered User’s account is unlocked. 

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-US-0035
CARS-RQ-US-0037

	

	Step
	PRD Staff
	CARS

	1
	The User navigates to an Unlock Account page. 
	The System displays the Unlock Account page and prompts the User to authenticate the Registered User.

	2
	The User enters authentication data (as initially created by the Registered User at account setup) provided by the Registered User
	The System successfully authenticates the Registered User and allows the User to unlock the account. 

Exception Flow:
3.1.2 User Authentication Fails

	3
	The User unlocks the account. 
	The System informs the User that the account is unlocked. 

	End Main Flow
	



[bookmark: _Toc492028759]Exception Flow 1: User Authentication Fails 
	Flow Scenario: 
	If the Help Desk is unable to authenticate the Registered User using the credentials (including security questions, PIN, etc.) or by other appropriate means of identification, then the user account remains locked. 

	Post-Condition:
	The Registered User’s account remains locked. 

	Branched from Main Flow Step #:
	2

	Branch To:
	N/A

	

	Step
	PRD Staff
	CARS

	E1-1
	The User enters authentication data (as initially created by the Registered User at account setup) provided by the Registered User.
	The System fails to authenticate the Registered User and informs the User that the account cannot be unlocked. 


	Exception Flow ends
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CARS-UC-US-02: CARS Online Help
[bookmark: _Toc492028761]Main Flow: CARS Online Help

	Description:
	The System will provide robust and informative online assistance, allowing Users to easily obtain information through tutorials, FAQs, help topic libraries, etc.  

	Actors:
	User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A User has encountered a situation where online assistance is needed.

	Pre-Conditions:
	A User has navigated to the CARS website. 

	Post-Conditions:
	The System presented online assistance as requested by the User.

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-US-0201
CARS-RQ-US-0202
CARS-RQ-US-0203
CARS-RQ-US-0204
CARS-RQ-US-0205
CARS-RQ-US-0206
CARS-RQ-US-0210
CARS-RQ-US-0211
CARS-RQ-US-0213
	CARS-RQ-US-0214
CARS-RQ-US-0215
CARS-RQ-US-0216
CARS-RQ-US-0220
CARS-RQ-US-0222
CARS-RQ-US-0223
CARS-RQ-US-0709
CARS-RQ-US-0710
CARS-RQ-US-0711

	

	Step
	User
	CARS

	1
	Within the context of a CARS page, the User selects the Help option. 
	The System presents various resources to provide assistance, including data entry wizards, tutorials, FAQ’s, searchable help topic libraries, etc. 

	End Main Flow
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