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[bookmark: _Toc493076062][bookmark: _Toc239043071]Introduction

The Use Cases in this document present the activities related to creating a user account for an individual who will perform actions in the system that necessitates saving information for future use.  

CARS system Users are broadly categorized as “Anonymous” and “Registered.” 

An Anonymous User is granted general system permissions that include performing searches and generating reports on website data. Search and report characteristics and criteria are not saved for future use. 

A Registered User provides identifying information to the system and creates a username and password. Their system permissions correlate to their User profile which is based upon actions and activities the user will perform in the system. 
Example #1: An individual visits CARS (CAL-ACCESS Replacement System) on a regular basis to obtain data regarding filing activities for all candidates running for a state-level office. 
· If the individual creates a user account (and becomes a Registered User), then they may create a search query once and save it to be used on a subsequent visit to CARS (e.g. the search query is associated with the user account number). 
· If an individual does not create a user account (remains an Anonymous User), then the search query must be built each time the individual visits CARS (e.g. there is no user account number with which to link a saved search query). 

Section 2 of the Use Case deliverable document presents an Actor Model diagram that represents the Actor Roles included in the Use Cases. These are high-level; however, some roles may include additional user types that were not specifically referenced in a Use Case. Section 2 provides a table identifying and describing the Actor Roles and additional user types. 

The owner of a user account, or Registered User, is responsible for maintaining accurate, up-to-date information, as well as retrieving and/or changing their username and password.  The Registered User will have the ability to select preference for receiving CARS correspondence – typically via postal mail (e.g. United States Postal Service, or USPS) or electronic mail (e-mail). 






[bookmark: _Toc493076063][bookmark: _Hlk488359766]Use Case Overview Diagram
The Use Cases describe the interaction between “Actors” and the system. The following diagram illustrates the various Actors and their associated Use Cases as presented in this document. 
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[bookmark: _Toc486786608][bookmark: _Toc493076066]Main Flow
	Description:
	The system provides functionality to search and locate User and Entity (e.g. Campaign, Candidate, Lobbying, etc.) accounts to registered CARS users.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s): 
	A Registered User wishes to search for a CARS User or Entity.

	Pre-Condition(s):
	· The Registered User has a CARS user account with a valid username and password
· The Registered User has logged in to CARS

	Post-Condition(s):
	The System displayed search results matching the entered search criteria.

	Solution-Level Requirements:
	Global Requirements

	

	 Step
	Registered User
	CARS

	1
		
	The System displays an option to search for a User/Entity.

	2
	The User selects the option to search for a user or entity.

Alternate Flow:
3.1.2 Include Advanced Search Criteria
	The System displays a search page.

	3
	The User enters search criteria. 
	The System returns records matching the search criteria.  

	End Main Flow
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	Flow Scenario: 
	In addition to regular search criteria, CARS provides advanced search fields to help obtain more filtered or constrained search results.  

	Post-Condition(s):
	The System displayed search results matching the entered advanced search criteria. 

	Branched from Main Flow Step #:
	2

	Branch To:
	N/A

	

	Step
	Registered User
	CARS 

	A1-1
	
	The System displays a search page with an option to select advanced search fields.

	A1-2
	The User selects the option to display advanced search fields. 
	The System displays advanced search fields. 

	A1-3
	The User enters advanced search criteria.
	The System returns records matching the search criteria.  

	End Alternate Flow and Use Case 
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[bookmark: _Toc493076069]Main Flow: Create a User Account
	Description:
	A visitor to CARS may search and view public-facing data under an Anonymous User profile. An Anonymous User must create a user account (become a Registered User) in order to save searches and access other profile-specific information.  The Registered User’s account information and intended system actions will determine the user privileges or access level(s) assigned, which, in turn, controls the content made available to the Registered User. 

If the website visitor is unable to create an account, they may contact the PRD Help Desk for assistance.
 
Additionally, PRD staff may create user accounts for individuals associated with other government entities (e.g. FPPC, FTB, etc.). 

	Actors:
	Anonymous User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	An Anonymous User wishes to create a user account. 

	Pre-Condition(s):
	The Anonymous User has access to the CARS website.

	Post-Condition(s):
	· The User account was successfully created
· The User obtained a valid username and password allowing access to the System
· The User was granted appropriate user permissions 

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0001
CARS-RQ-UA-0002
CARS-RQ-UA-0003
CARS-RQ-UA-0004
CARS-RQ-UA-0027
CARS-RQ-UA-0044
CARS-RQ-UA-0049
CARS-RQ-UA-0066
CARS-RQ-UA-0075
	CARS-RQ-UA-0076
CARS-RQ-UA-0077
CARS-RQ-UA-0731
CARS-RQ-UA-0733
CARS-RQ-UA-0734
CARS-RQ-UA-0752
CARS-RQ-UA-0753
CARS-RQ-UA-0754
CARS-RQ-UA-0755
CARS-RQ-UA-0756

	

	Step
	Anonymous User
	CARS

	1
	The User navigates to the CARS website.
	The System displays an option to create a new user account.

	2
	The User selects the option to create an account.
	The System presents the appropriate page(s) to create a user account.

	3
	The User:
· enters demographic data,
· enters user profile data,
· selects preference(s) for receiving correspondence, and
· submits the record.
	The System determines there are no matching records for the entered criteria and assigns appropriate user profile(s) based on pre-determined system criteria.

	4
	
	The System prompts the User to create login credentials.

	5
	The User creates a username, password, responses to user authentication questions, and password hint. 
	The System validates and determines that the requested username is compliant with configuration specifications and is not known to the system.

Exception Flow: 
3.2.2 Requested Username is Known to CARS.

	6
	
	The System validates and determines that the requested password is compliant with configuration specifications and meets password configuration requirements. 

Exception Flow: 
3.2.3 Requested Password Does Not Meet Password Configuration Rules.

	7
	
	The System sends a notification to the User to validate their email address.

	8
	The User responds to the validation email.
	The System accepts the User response.

Exception Flow:
3.2.4 No Response to the Email Address Validation Email

Exception Flow:
3.2.5 Request to Re-send Email Address Validation Email

	9
	
	The System informs the user that the username and password are valid and the account is successfully created. 

	End Main Flow
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	Flow Scenario: 
	This exception flow addresses the situation where an Anonymous User submits a requested username and CARS evaluates and determines the entered username is already known to the system.

	Post-Condition(s):
	The System prompted the Anonymous User to create a different username.

	Branched from Main Flow Step #:
	5

	Branch To:
	5

	

	Step
	Anonymous User
	CARS

	E1-1
	
	The System informs the User that the requested username is already known to the system and prompts the User to create a different username.

	Exit to Step 5 - End Exception Flow
	



[bookmark: _Toc493076071]Exception Flow 2: Requested Password Does Not Meet Password Configuration Rules
	Flow Scenario: 
	This exception flow addresses the situation where a user submits a password and CARS determines it does not meet configuration requirements.

	Post-Condition(s):
	The System prompted the User to submit a different password.

	Branched from Main Flow Step #:
	6

	Branch To:
	5

	

	Step
	Anonymous User
	CARS

	E2-1
	
	The System informs the User that the requested password does not comply with password configuration rules and prompts the User to create a different password.

	Exit to Step 5 - End Exception Flow
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	Flow Scenario: 
	CARS requires that the Anonymous User validate the email address provided to create the user account. CARS will send an email to the Anonymous User at the provided email address, and must receive a valid response in order to accept the username and password. 

If the Anonymous User does not respond to the validation email, the incomplete account is left in a pending status until the Anonymous User validates an email, or CARS closes the pending account after a pre-determined time period. 


	Post-Condition(s):
	The System left the User Account in a pending status for a pre-determined time period, at the end of which the System closed the pending account for inaction.

	Branched from Main Flow Step #:
	8

	Branch To:
	N/A

	

	Step
	Anonymous User
	CARS 

	E3-1
	
	The System closes the pending account record after a pre-configured time period and notifies the user. 

	End Exception Flow
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	Flow Scenario: 
	If the Anonymous User does not receive the validation email, they may access their pending user account and request to have the email address validation email re-sent. 

	Post-Condition(s):
	The System resent the email address validation notification to the Anonymous User.

	Branched from Main Flow Step #:
	8

	Branch To:
	7

	

	Step
	Anonymous User
	CARS 

	E4-1
	The User locates their pending user account.  
	The System displays the targeted user’s pending account record with an option to resend the email validation notification. 

	E4-2
	The User selects the option to resend the email validation notification. 
	

	Exit to Step 7 - End Exception Flow
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	Description:
	A Registered User may log in and access their account page to update information and method(s) of receiving correspondence/notifications.

Some Registered User types (e.g. the account owner, PRD, FPPC and FTB staff) may be authorized to enter comments into the Registered User’s account record. 

If the Registered User updates their email address, then the email address must be re-validated.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User wishes to update their CARS user account information.

	Pre-Condition(s):
	· A User has a CARS user account with a valid username and password (is a Registered User)
· The Registered User has logged in to CARS
· The Registered User has navigated to their User Account page

	Post-Condition(s):
	· The Registered User’s account was successfully updated
· If updated, the Registered User’s email address was validated

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0026
CARS-RQ-UA-0074
CARS-RQ-UA-0735
CARS-RQ-UA-0736

	

	Step
	Registered User
	CARS

	1
	
	The System displays an option for the User to update their account.

	2
	The User selects the update account option and enters updated account data.

	The System prompts the User to confirm the changes.

Exception Flow:
3.3.2 Re-validate Updated Email Address

	3
	The User confirms the changes and saves the record.

	The System accepts the confirmation and informs the User that the account was successfully updated.

Exception Flow:
3.3.3 User Declines to Confirm User Account Changes

	End Main Flow
	



[bookmark: _Toc493076076]Exception Flow 1: Re-validate Updated Email Address 
	Flow Scenario: 
	When a user updates their email address, then the new email address must be validated. The system sends a validation notification for which the user response is required. 

	Post-Condition(s):
	The System has validated and updated the user’s email address.

	Branched from Main Flow Step #:
	2

	Branch To:
	2

	

	Step
	Registered User
	CARS

	E1-1
	The User updates the email address in their user account. 
	The System sends a notification to the User to validate the email address.

	E1-2
	The User responds to the validation email, confirming the email address.
	The System accepts the confirmation and informs the User that their new email address was successfully validated. 

	Exit to Step #2 and End Exception Flow
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	Flow Scenario: 
	When a Registered User makes changes to their account record, CARS prompts for confirmation of the changes before they will be accepted. If the Registered User fails to confirm the changes, then CARS will retract the changes and revert to the account state prior to entry of the changes. 

	Post-Condition(s):
	The Registered User account remained in the state it was in prior to entry of the unconfirmed changes.

	Branched from Main Flow Step #:
	3

	Branch To:
	N/A

	

	Step
	Registered User
	CARS

	E2-1
	The User does not confirm the changes.
	The System informs the User that confirmation is necessary to complete the record selection and again prompts for confirmation.

	E2-2
	The User again declines to confirm the changes.
	The System disregards the unconfirmed change data and reverts the user account record to the state it was in prior to the change.  

	E2-3
	
	The System displays the user account page and informs the User that the user account was not updated. 

	End Exception Flow
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[bookmark: _Toc493076079]Main Flow: Log in to CARS
	Description:
	This Use Case identifies the actions and responses that occur when a Registered User logs in to CARS.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User wishes to log in to CARS.

	Pre-Condition(s):
	The Registered User has a CARS user account with a valid username and password.

	Post-Condition(s):
	· The Registered User was successfully logged in to CARS
· Appropriate User notifications were displayed

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0029
CARS-RQ-UA-0030
CARS-RQ-UA-0031
CARS-RQ-UA-0032
CARS-RQ-UA-0034
CARS-RQ-UA-0036

	

	Step
	Registered User
	CARS

	1
	The User navigates to the CARS website and selects the option to log in. 
	The System displays login credential fields.

	2
	The User enters their login credentials.
	The System validates and determines the entered login credentials are valid. 

Exception Flow: 3.4.2 User Enters Invalid Login Credentials 

Exception Flow: 3.4.3 User Account Locked for Invalid Login Attempts

Exception Flow: 3.4.4 User Selects Password Hint

	3
	
	The System informs the user that login was successful and displays user notifications relevant to the user account.  

	End Main Flow
	



[bookmark: _Toc493076080]Exception Flow 1: User Enters Invalid Login Credentials
	Flow Scenario: 
	This flow addresses the situation where the Registered User has entered incorrect login credentials. These steps are reiterated until correct login credentials are entered (or the Registered User’s account is locked due to numerous unsuccessful login attempts – see Exception Flow 2).

	Post-Condition(s):
	The System informed the User that the entered login credentials were not valid and re-displayed the login credential fields. 

	Branched from Main Flow Step #:
	2

	Branch To:
	2

	

	Step
	Registered User
	CARS

	E1-1
	
	The System evaluates and informs the User that the entered login credential data are invalid.

	E1-2
	
	The System prompts the User to re-enter login credentials and displays login credential fields.

	Exit to Step 2 and End Exception Flow
	



[bookmark: _Toc493076081]Exception Flow 2: User Account Locked for Invalid Login Attempts
	Flow Scenario: 
	After a pre-determined number of unsuccessful login attempts, the Registered User’s account is locked, preventing additional login attempts.  

	Post-Condition(s)(s):
	· The Registered User’s account is locked
· The system provides a real-time notification that the account has been locked and prompts the Registered User to contact the Help Desk
· At each successive login attempt until the Registered User’s account is unlocked, the system provides a notification that the account has been locked and prompts the Registered User to contact the Help Desk

	Branched from Main Flow Step #:
	2

	Branch To:
	N/A

	

	Step
	Registered User
	CARS

	E2-1
	
	The System evaluates and informs the User that the entered login credential data are invalid.


	E2-2
	The User continues to enter invalid login credentials. 
	After a pre-determined number of successive login attempts using invalid login credentials, the System locks the User account.

	E2-3
	
	The System informs the User that the account is locked against future login attempts and directs the User to contact the SOS/PRD Help Desk for assistance. 

External Use Case: Unlock User Account (refer to User Support)

	End Exception Flow
	



[bookmark: _Toc493076082]Exception Flow 3: User Selects Password Hint
	Flow Scenario: 
	The Registered User clicks on the link to provide their password hint.  

	Post-Condition(s):
	The System displayed the password hint.

	Branched from Main Flow Step #:
	2

	Branch To:
	2

	

	Step
	Registered User
	CARS

	E3-1
	
	The System presents the option to view the User’s Password Hint.

	E3-2
	The User selects the option to view the Password Hint.
	The System displays data fields to enter user authentication data. 

	E3-3
	The User enters user authentication data.
	The System determines the entered user authentication data is valid and displays the password hint previously configured by the User.

	Exit to Step 2 – End Exception Flow
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[bookmark: _Toc493076084]Main Flow: Recover a Username
	Description:
	This Use Case identifies the actions and responses that occur when a Registered User requests to recover their username.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User wishes to recover their account username. 

	Pre-Condition(s):
	· A User has a CARS user account with a valid username and password 
· The User has navigated to the CARS “Home Page” which displays an option to log in

	Post-Condition(s):
	The System displayed the correct username.

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0025
CARS-RQ-UA-0042
CARS-RQ-UA-0045

	

	Step
	Registered User
	CARS

	1
	
	The System displays an option to recover the username.

	2
	The User selects the option to recover the username and enters their user authentication data.
	The System determines the entered user authentication data is valid.

Exception Flow: 3.5.2 Invalid User Authentication Data

	3
	
	The System displays the correct username. 

	End Main Flow
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	Flow Scenario: 
	CARS is unable to authenticate the User due to presentation of invalid authentication data. 

	Post-Condition(s):
	· The System did not authenticate the User 
· The System prompted the User to contact the SOS/PRD Help Desk for assistance

	Branched from Main Flow Step #:
	2

	Branch To:
	N/A

	

	Step
	Registered User
	CARS

	E1-1
	
	The System determines and informs the User that the entered user authentication data is invalid.

	E1-2
	
	The System prompts the User to contact the SOS/PRD Help Desk for assistance.

	End Exception Flow
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[bookmark: _Toc493076087]Main Flow: Change a Username
	Description:
	This Use Case identifies the actions and responses that occur when a Registered User requests to change their username.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User wishes to change their username.

	Pre-Condition(s):
	A Registered User has a CARS user account with a valid username and password.

	Post-Condition(s):
	The Registered User has successfully logged in to CARS with the new username. 

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0043
CARS-RQ-UA-0046
CARS-RQ-UA-0047
CARS-RQ-UA-0068
CARS-RQ-UA-0070

	

	Step
	Registered User
	CARS 

	1
	The User logs in to the CARS website.


	The System displays an option for the user to change their username after successful login.  

	2
	The User selects the option to change their username, enters the new username and submits the record.
	The System performs validation and determines that the requested username is compliant with configuration specifications.

	3
	
	The System determines the requested username meets username configuration requirements and is not known to the System.

	4
	
	The System informs the user that the username is valid and successfully changed.

	5
	
	The System presents the Home Page and informs the user that the login credentials must be entered to access the System. 

	6
	The User logs into the System.
	

	End Main Flow
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[bookmark: _Toc493076089]Main Flow: Reset a Password
	Description:
	This Use Case identifies the actions and responses that occur when:
· a Registered User has forgotten their password and requests to have it reset, or
· a password has expired

Note: A User cannot reset a password for a locked account. This action must be done by the Help Desk. 

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User has forgotten their password. 

	Pre-Condition(s):
	A Registered User has a CARS user account with a valid username and password.

	Post-Condition(s):
	The Registered User has successfully logged in to CARS with the new password. 

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0050 
CARS-RQ-UA-0052
CARS-RQ-UA-0217

	

	Step
	Registered User
	CARS 

	1
	A User navigates to the CARS website login page.
	The System displays an option to reset the password. 

	2
	The User selects the option to reset the password.
	The System displays data fields to enter user authentication data. 

	3
	The User enters user authentication data. 
	The System determines the entered user authentication data is valid and sends a notification to the User with a link to a password change page. 

	4
	The User receives and clicks the link in the notification to access the password change page.
	The System displays data fields to enter and confirm the new password. 

	5
	The User enters and confirms the password. 
	The System validates and determines that the requested password is compliant with configuration specifications and informs the User that the password has been changed.

	6
	The User logs into the System using the new password. 
	The System accepts the login credentials and the User is successfully logged in. 

	End Main Flow
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[bookmark: _Toc493076091]Main Flow: Change a Password
	Description:
	This Use Case identifies the actions and responses that occur when a Registered User’s password is about to expire.

	Actors:
	Registered User (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User’s CARS password is nearing its expiration date.

	Pre-Condition(s):
	A Registered User has a CARS user account with a valid username and password.

	Post-Condition(s):
	The Registered User has successfully logged in to CARS with the new password.

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0048
CARS-RQ-UA-0051
CARS-RQ-UA-0053
CARS-RQ-UA-0069

	

	Step
	Registered User
	CARS 

	1
	The User logs in to the CARS website.

	The System displays an option for the user to change their password after successful login.  

	2
	The User selects the option to change their password.
	The System displays the appropriate fields to change the password. 

	3
	The User enters the new password and submits the record.
	The System validates and determines that the requested password is compliant with configuration specifications and informs the User that the password has been changed.

	4
	
	The System presents the Home Page and informs the user that the new login credentials must be entered to access the System.

	5
	The User logs into the System using the new password. 
	The System accepts the login credentials and the User is successfully logged in. 

	End Main Flow
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[bookmark: _Toc493076093]Main Flow: Delete a User Account
	Description:
	This Use Case identifies the actions and responses that occur when an authorized PRD User deletes a Registered User’s account.  This is a permanent deletion of data which is done as an administrative process to correct errors, rather than as part of the normal course of business.

	Actors:
	Authorized PRD Staff (aka: The User)
CARS (aka: The System)

	Trigger(s):
	A Registered User’s account is identified for deletion. 

	Pre-Condition(s):
	· An authorized PRD User has logged into CARS.
· The authorized PRD User has a user profile allowing deletion of user accounts. 

	Post-Condition(s):
	The targeted Registered User was successfully deleted. 

	Solution-Level Requirements:
	Global Requirements and
CARS-RQ-UA-0815

	

	Step
	Authorized PRD Staff
	CARS 

	1
	The User navigates to the appropriate Registered User account. 

	The System displays an option for the User to delete the Registered User’s account. 

	2
	The User selects the option and deletes the Registered User account. 
	The System prompts the User to confirm the deletion. 

	3
	The User confirms the deletion. 
	The System accepts the confirmation, deletes the account and notifies the User that the action was completed. 

	End Main Flow
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